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ITAMSATKA

KAK HE CTATBH )KEPTBOM MOIIIEHHUYECTBA

Cetp UnTepHET, ABISSACH KPYIMHEHIIIMM CPEICTBOM oOMeHa HHpopMaIuei, B
TO K€ BpeMs NOPOXKIAET CTPEMUTENBHBIA POCT NPECTYIUIEHUH, CBSI3aHHBIX C
UCIIOJIb30BaHNEM MH(POPMAITMOHHBIX TEXHOJIOTHA.

['paxknanam cnemyeT ObITh OAMTENBHBIMU M OOpallaTh BHUMaHHUE Ha P
MPU3HAKOB, KOTOPBIE MO3BOJIAT HE MOMACTh MO BIUSIHUE MOIIEHHUKOB.

IIpu3HaKu MOLIEHHUYECTBA CO CTOPOHBI «IOKYNATEJs» MPH MPOAAKAX
B UHTepHeTe UM 1o tesedony:

- «lloxynarens» He 0co00 HHTEpecyeTCsl TOBapOM, HE CHpPAIIUBAET O
JUIMTEJIBHOCTH TOJIb30BAHMS TPAHCIIOPTOM, FapakOM U T.I., a MPOSIBISIET HHTEPEC
HE CTOJBKO K ITOKYIKE, CKOJIBKO CIICIIUT COBEPIINTH IMOKYIKY M IIEPEXOJUT
HENOCPEICTBEHHO K pa3roBOpy O COCO0E OIIAThI.

- «[loxynaTenb» MPOCUT Ha3BaTh IMOJHBIE PEKBU3HUTHI KAapThl, BKIOYas
bamunuro-uMs snatuHune, cpok nerctBus M CVC-kxox. Ilpm momomm 3THX
JTAaHHBIX OH CaM JIETKO CMOET PacIUIaTUThCA Balllel kapTou B IHTepHETE.

- «Ilokynarenp» IPOCUT COOOIIHUTHh EMY PAa3IUYHbIE KOJIbI, KOTOPbIE MPUAYT
K BaM Ha MOOWJIBHBIN TenedoH, SKOObI HEOOXOAUMBIE €My [JIsl COBEpPLICHUS
aTexa.

IIpu3HaKu MOLIEHHMYECTBA CO CTOPOHBI «IIPOAABLA» NPH MOKYNKAX B
HuTepHere uiam no reaedony:

- 3ayacTyl0 MOTyT OTCYTCTBOBaTh ajpec © TenedoH, Bce oOIIeHue
OpeiaraeTcsi BECTH Yepe3 JJIEKTPOHHYIO MOYTY WIM MporpaMmbl OoOMeHa
COOOILIEHUSIMHU.

- OTCYTCTBYET peajpbHOE HMMsS TaK Ha3bIBAEMOI'O «IPOJABLA», KOTOPBIH
MIOJIB3YETCS «HUKOM.

- «lIponmaBemy 3aperucTpUpoBaH Ha CEpPBHUCE HENABHO, OOBSBICHHUE O
MPOJIAaXKe — €AUHCTBEHHOE €ro COOOIIEHHE.

- OOBsABIICHHE O MPOJAXKE UMYILECTBA, Claye B apeHAY U T.J. MOXKET ObITh
OITyOJIMKOBAHO C OIIMOKaMH, COCTABJIEHO HEOPEKHO, 0€3 3HAKOB MPEIUHAHHUS.

- IIpu npensoxkeHun o Mpojaxke, Kak MpaBUIl0, OTCYTCTBYET (OTO TOBapa,
100 K€ MPUIIOKEH CHUMOK u3 MHTepHeTa (3TO MOXKHO ONpPeNesuThb, UCTIONb3Ys
CEpBUCHI MOMCKA TyOINKATOB KAPTUHOK).

- «IlpomaBen» B IeNAX MPUBJICUEHUS BHUMAaHMS COOOIIAET O CIIMIIKOM
HU3KOM IIEHE TOBAapa B CPAaBHEHUH C aHAJIOTaMU y IPYTUX NPOAAaBLOB.

- «IIponaBen» TpeOyeT MONHYIO WM YaCTUUHYIO MPEJOIaTy (Harpumep, B
KAaueCTBE TapaHTUH, YTO MOKYIATENb MOWIET MOIy4YaTh TOBAP HA IOYTE C OIUIATOM
HaJIOKEHHBIM TIJIATEKOM ).



«IIponaBen» B KauecTBE YCIOBHSI COOOIIAET, YTO MPUHUMAET OIUIATY TOJBKO
HA aHOHUMHBIE PEKBHU3UTHI: AJIEKTPOHHBIE KOUIEIbKH, MOMOJHEHHE MOOMIBHOTO
TenedoHa WM Ha UM IPYroro yeaoBeka (pOJCTBEHHUKA, IpyTra U T. 1.).

Kak He cTaTh KepTBOil - MOIIEHHUYECTBA Yepe3 UHTepHEeT-Mara3uH:

— Crnenyer BHUMATEIbHO M3YYUTh WH(OPMALIMIO HHTEPHET-CAalTa, OT3BIBHI,
CPaBHUTH IIEHBI 32 UHTEpeCyIomuil ToBap. OTCyTcTBUE MHPOPMAIIUH, 3aITyTaHHAas
CHCTEMa TMOJIy4YeHHUs TOBapa 3a4acTylo SBISIOTCA MPU3HAKaMU MOILIEHHUYECTBA;

— IlomyuynTh MakcUMyM CBEIECHMM O MNPOJABIE WJIM Marasule: ajipeca,
TeneOHbI, UCTOPUIO B COLUATBHBIX CETAX, HAJIWYHE CIY>KOBl TOCTaBKU U T. II
JleiicTBytome JIeTATbHO WHTEPHET-MarasMHbl WM PO3HUYHBIC IPOJABIIBI
pa3MenarT MOJHYI WHGOPMAIMI0O W paboTaloOT MO MPHUHIMITY «OIUlaTa TOBapa
1OCJI€ IOCTaBKN»;

— Henp3st cooOmiate (mochliaTh MO 3JIEKTPOHHOM MOYTE) MHPOPMAIMIO O
CBOMX IUJJaCTUKOBBIX KaprTax. [IpecTymHHKH MOTYT BOCIHOJB30BAaThCSI HUX
PEKBU3UTAMHU U MTPOU3BECTHU, HATTPUMED, PA3TUUHBIC TTOKYTIKH.

Kak He cTaThb kepTBamMM Tej1e(POHHOT0O MOIIEHHUYECTBA!
MouieHHUKH MOTYT NMPEeACTABJIATHCS padoTHUKAMU
NMPABOOXPAHUTEJbHBIX OPraHoOB, COLUMAJbHBIX Y4YpeKACHUM, NpeAnpusTHl
KKX, coTpyiHUKOB 0aHKOB, HAJOIOBbIX, IEHCHOHHBIX W JPYyrux
0(pUIHATBHBIX OPraHOB, BEIOMCTB.

— B ciyuae TeneoHHOro 3BOHKAa OT MMEHM SIKOOBI POJCTBEHHHKOB U
COOOILIEHUH O TPYJHOW CUTyalluu CIEAYyeT JO3BOHUTHCS A0 POIAHBIX U OJU3KHX, O
KOTOPBIX HJAET pPeub, BBISICHUTH MOAPOOHOCTH CIyYMBIIErOCs, a HE MEPEBOJIUTh U
HE OTJaBaTh JICHbI'M HE3HAKOMBIM JIFOJIIM;

— Ilepe3BoHUTH (a Jydllle BCEro MOJOWTH) B OTAEJEHHE OaHKa, OT UMEHHU
KOTOPOTO TMPHUIUIO COOOIIEHHE O MpoldiieMax OOCIY)XKHBAaHUS IO PaCUETHOMY
cueTy/KapTe, ¥ pEelINTh BCE BOZHUKILNE BOPOCHI.

Heo6xoaumo mo3BOHUTE CBOMM OJIU3KKUM, KOTOPHIE XOPOIIIO pa3ouparoTcs B
COBPEMEHHBIX TEXHOJIOTHSIX, PACCKA3aTh O MOCTYNMHUBIIEM COOOILIEHUU U CIIPOCHUTD
COBETA.

Crnenyer 3alOMHHMTB: HU OJUH OaHK HE OyJeT MPOCUThH BIAJENblia KAPTHI
COBEpILIATh KaKue-I100 AEUCTBUS N0 TeaedOHY WU COOOIIATh PEKBU3UTHI KapThl;

— He cooOmate HUKOMY (KaK MpU JUYHOM KOHTAaKTe, TaK W MO TenedoHy
WIM HMHTEPHET-TIEpPENNCKe) JaHHble O cebe, CBOMX OJM3KHUX, POJACTBEHHHUKAX,
OaHKOBCKMX KapTax, TO €CThb JO0yl0 KOH(UICHIHAIbHYIO  (JUYHYIO)
uH(dOpMaIHIO;

— He ocymectBisaTh mnpenoruiaty 3a TOBap WM OOCHIAHHYIO BBIIJIATY
(yciyry), Ipou3BOIUTH OIJIATY TOJIBKO MPHU UX (PAKTHUECKOM MOTYUCHHH.

- IlounTepecoBaThcsi HaHHBIMH H HOMEpOoM TenedoHa pabOTHUKA
KOHKPETHOT'O BEIOMCTBA, a Jydllle MOJAOWTH JIMYHO JUIsl pelieHus Bompoca (1o



YTOUYHCHHUIO  3aJ0JDKCHHOCTH, HaJINn4us COIIMaJIbHBIX, HaJOI'OBBIX  JIBI'OT,
IHojJararomuxcs BBIILIAT U I[p)

Buabl MOIICHHUYECTB B CETAX COTOBOM, IPOBOAHOM CBA3U M B CETH
HNurepuer

1. Cnoco0bl MOIICEHHMYECTBA, COBeplIaeMble € HCIOJb30BAaHUEM
MOOWJIBbHOW U IPOBOAHOM CBSA3M:

CoToBblii ¥ IPOBOAHOM Tesie)OH MCIOJIB3YeTCsl KaK CPeACTBO Nepeaavyu
rosiocoBoii MHGopManuM, MOJIBHJBI, THUIBI: «Ball CbIH IONAJ B aBapHIo...»,
«Mama/mana y MeHsl MpOOJIEMBL...», «3TO U3 OAHKA/COIB3ALIUTHI U TIp...».

CoroBblii  TesiepoH ucnogb3yercsa Aasa nepegaun CMC ¢ J10KHOH
uHpopmMaumei: «MamMa, KWHb MHE Ha 3TOT HOMEp JICHET, TOTOM BCE OOBSICHION,
«Bala Kaprta 3a0J0KHpOBaHa MOJAPOOHOCTH MO TEN..», «C BAIIEro cyeTa CIUCAHO
5000 pyOneit, oaApOOHOCTH MO TEM...».

CotoBblii TesiedoH U Banle 00bsiBjeHUe B ceTu UHTepHeT (caiiT Avito)
UCIIOJIB3YETCSl MOLICHHUKOM JJISl TIOJIyYEHHUsI OT Bac JAHHBIX KapThl U MPUBSI3KU
KapThl K MOOUIILHOMY TeNe()OHY MOLIEHHUKA:

- «1 Mo BameMy oOBbSIBJICHHIO Ha Avito (0 mpojaxe, 0 cade B apeHnuy),
COOOIIMTE MHE JaHHBIE C Balleil KapThl M KOJA Ha OOpaTHOW CTOpPOHE S BaM
OTIIPABIIIO IEHBIH...»;

- «1 X04y OTIPABUTh JEHBI'M BaM Ha KapTy 3a ToBap Ha Avito, mperomiary
3a apeHly, y Bac KapTa NpuBs3aHa K MOOWJILHOMY OaHKy, €ClId HET, UAUTE K
OaHKOMATY 5 Bac MPOUHCTPYKTUPYIO KaK MOJKIIOYUTH MOOUIILHBIN OaHK.

[Ipu momydeHuu cooOleHNsT HE HYKHO TIE€pe3BaHMBATh HA YKa3aHHBIC
HOMEDA.

Mo1ieHHHKH MOTYT MOTpPeOOoBaTh Mepeaarh ACHbIM Kypbepy, MePEeUHCIUTh
UX Ha KapTy, HOMEp MOOWJIBHOTO Tene(oHa, MOMBITAIOTCS MOJYYUTh OT Bac
cBe/ieHus1 0 Bareil GaHKOBCKOM KapTe, MPEMJIOKHUTh MPOUTH K OaHKOMATy H
COBEPIIUTh KakKue-IMO0o omepanuu y OaHKoOMara, MOMPOCIT COOOIIUTH KOJbI
KOTOpbIE NpUXOAT K BaM Ha TenedoH.

B caywyae mnonyyeHus BXOISIIErO 3BOHKA HEOOXOAMMO MPEKPATUTh
pasroBop, Jake €ClU COOECEIHUK BCENISIET YBEPEHHOCTh B CBOEW MPaBIMBOCTH.
MolieHHHKHN 00J1aJal0T MCUXOJIOTMYECKUMU MPUEMaMH BBEJICHUSI B 3a0JTyKI€HUE,
au60 obnagaroT uHpopmalmen o0 NOTEPIEeBIIEM U ero OJIU3KUX.

AHanoruyHele ciiyyad MOIIEHHHYECTBA BCTpeyaroTcs U B cetu MHTepHeT,
HO COOOIIEHHE O MOMOIIU NEePeTacTCs] MOCPEICTBOM COOOIIEHUS B COLUATbHOMN
CETH C JIO)KHOW CTPaHHUIIbI POJICTBEHHHKA.

[Ipy comMHEeHMM B TMPaBIWBOCTH TMOJMYYCHHOW WHGOPMAIMHA CIIETYET
MEPE3BOHUTH OJU3KUM OT UMEHH KOTO MPHUIILIO COOOIIEeHNe, TO3BOHUTH B OaHK 10
yKa3aHHOMY Ha KapTte, JuU00 B J0TOBOpe TenedoHy, MOCeTUTh OrKaiiiiee
otneneHue Oanka. bank HUKOTIA HE 3ampammBaeT Mo TeIePOHY CBEICHUS O KapTe
KJIMEHTA: ee HoMep, Koj Ha oOpatHoi ctopone, ®.M.O. Braxenbiia KapThl U CPOK
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e€ neicTBus, a TeM Oojee MUH-KoA. Eciau coO0eceqHUK MbITaeTCs MOIYYUTh OT Bac
TaKyl0 MHQOpMAIUIO, JUO0 MPOCUT COOOLIUTH KOJbl, KOTOPHIE MPUILIM Ha Baiu
TenedoH oT OaHKa, MPEKPATUTE C HUM pa3roBop.

I'paxnanam, MMEOIUM IOXKWIBIX POJCTBEHHUKOB, COCEIEH, 3HAKOMBIX,
HECOBEPLICHHOJIETHUX JeTel HEOOXOAMMO pa3bsCHUTh MM, KaKHe CIIOCOOBI
MOIIICHHUYECTBA CYLIECTBYIOT, KaK BECTH ce€0s IpH IOJYyYEHUU 3BOHKOB U
COOOIIIEHUIT MOIICHHUYECKOTO XapaKTepa, a HMEHHO HE BECTH [UAIOTH C
MOIIIEHHUKAaMU, TPEKPATUTh Pa3rOBOP U MMO3BOHUTH POJICTBEHHUKAM.

Ecny moxuiol 4enoBeK NOJIy4aeT IMEHCHI0 Ha OAaHKOBCKYIO KapTy, TO
NPEMIOKUTE CBOK IOMOIIb B CHSATUM C KapThl JEHEXHBIX CPEACTB, JHOO
NPEIIOKHUTE POJICTBEHHUKY IepeaaTh KapTy Bawm.

Bo MHOrux cinyyasix B Xo/1€ 00ILIEHUS C IPECTapebIMU JIFOJbMU COOOIIHUKU
MOILIEHHUKOB HaXOJAATCS B paliOHE MPOKUBAHUS OXKUIIOTO YEJIOBEKa, JTUOO Yy €ro
noMa, nonawbes3na. llpu moJlydueHMHM MOILIEHHUYECKOrOo 3BOHKA HEOO0XOAMMO
HEMEMJIEHHO COOOIIUTh O JaHHOM ¢akTe B Oinxkaillliee TeppUTOPUATIBLHOE
NIO/Ipa3/IeJICHUE OPraHOB MOJULUH.

Ecnu npu MoieHHUYecTBe, B X0/1€ TelIe(hOHHOrO pa3roBopa NpecTyIHUKOM
Oblma monydeHa wuHpopmauss O OaHKOBCKOM KapTe, TO HEOOXOIUMO
HE3aMEeIJIMTEIbHO MO3BOHUTH MO TeNe(OHY YKa3aHHOMY Ha KapTe J1M00 MOJ0UTH B
oTHereHre OaHKa U OOPaTUTHCS 32 TOMOILBIO B IENISIX OJOKHUPOBKHU KapTHhl.

Ecnn dakT cHATHS JOeHer B KapThl COBEPIIEH, TO B JE€Hb COBEPIICHUS
MOIIIEHHUYECTBA HEOOXOJUMO MHCHBMEHHO OOpaTUThCS B OTHeJeHUE OaHK ¢
3asiBJICHMEM O BO3BpaTe JACHEKHBIX CPEJICTB HA KapTy, MOCKOJbKY OaHK 00s3aH
IPUHATH MEPBI K BO3BPATY JCHEXKHBIX CPEICTB, €CIM Omepanus Oblia OCIOopeHa
BJIAJICJIBIIEM KapThI B IEHb ONEPALIUH.

JUIst npe1oTBpaleHNs] MOLLIEHHUYECTB TaK)Ke HE CIEAYET PacCpOCTPaHsATh B
cetu VIHTepHET CBeACHMS O MOOWJIbBHBIX HOMEpax C UX MPUBA3KON K aHKETHBIM
naHHbIM. He ykaspiBaTh MOOWJIBHBIE HOMEpAa Ha COLMANIBHBIX CTpPaHMIAX, B
M0JIaBa€MbIX B CETH OOBSBIICHUSAX HE YyKa3bIBaThb PAJOM C HOMEPOM COTOBOTO
tenedona Mmsa u @amMuinuio, aapec )KUTENbCTBA U IPYTYIO JIUYHYIO HH(POPMALHIO.
He wucnonb3oBath B cetu MHTepHET HOMEpa CBOMX MOOMIIBHBIX TeNe(OHOB, K
KOTOPBIM TPUBSI3aHbl OAHKOBCKME KapThl WU HOMEpa MOOMIBHBIX Tele(OHOB,
KOTOPbIE UCTIOJIb3YIOTCS 1151 paboThl B « MOOMIIBHOM OaHKe».

[locnennee BpeMs TOJYYWIM LIMPOKOE pacnpocTpaHeHUEe  (aKThbl
MOIIICHHUYECTBA, COBEPIICHHbIE B OTHOILIECHUU MOJIb30BaTeneil ceru MHTepHeT,
MPOJAIOIIMX TOBAphl Ha cailTax OecruiaTHbIX 00bABIeHUM. [IponaBiy mocrymaet
3BOHOK SIKOOBI OT «IIOKYTaTEeIIsD».

[Ipy 5TOM MOIIEHHUK MOJ BHJOM «IOKYIATEeIs» COOOIIAET, 4TO >KElaeT
npuoOpecTH TOBAp, HO MPOXKHUBAET B APYroM TOpOe M MpeAsiaraeT OIUIaTUTh
TOBAp IMYTEM IEPEUYHUCIICHHS IEHEKHBIX CPEACTB Ha KapTy npojaasua. s 3Toro on
IIPOCHUT MPOJIaBLia HA3BaTh HOMEP KapThl, BIAAEINIbLIA KApThl, CPOK JEHCTBHS KapThl,
KOJl Ha 00paTHOI CTOPOHE, a TaK K€ COTOBBIA HOMEP, MPUBSI3AHHBIN K KapTe, MO0
[0 YMOJTYaHUIO UCTIOJIb3YET HOMEP, YKa3aHHbIN B OOBSBICHHUH.



[locne monyyeHus 3TUX CBEJECHUN MOIIEHHHMK UCIOJIb3YET JAHHBIE O KapTe
JUTSI OILIAThI MOKYIOK B ceTu MIHTepHeT.

B npyrom ciywyae Ha TeneoH mpojaaBla MOCTYMAIOT KOABI OT OaHKa |
MOIIEHHUK TPOCUT COOOIIaTh MX SKOOBI Il MEepeBojia JEHEr, OJHAKO B ATOT
MOMEHT MOIICHHHUK MOJKII0YaeT K TelaedoHy MOTEpHEBUIEro, JU00 K CBOEMY
Tenedony ycyry «MoOubHbIN 0aHK» U MMOXHINACT JCHBIH C KapTHI.

Eme ogqauM cnocoOoMm siBisieTcs, KOr/la MOUIEHHUK, BBICTYIAIOMINI B POJIH
«IOKYTIATEeNs» MpeAiaraeT MpoJIaBlly NPOUTH K OaHKOMAaTy U, SIKOObI MPOU3BENS
HEKOTOPbIE ONEPallid, TOJIYUUTh ICHBIU.

Bo Bcex pacCMOTpPEHHBIX BBILIE CIy4YasX MOIICHHUKN MOXUILIAIOT JIEHEKHBIE
CpEICTBAa TIpaXklaH, KOTOPBIE OXOTHO BBIINOJHAKT NPOCHOBI U OCYIIECTBIIIOT
HE0OXOIUMBbIE JCHCTBUS.

CotoBblil TesedoH ncnoab3yercss MoIeHHNKaMu s nepexayn CMC
coo0mmeHusi, coo0meHnid 4epe3 Mmeccenaxepbl Viber, WhatsApp c¢
BpPeIOHOCHOM NHopMauen.

Tumnbl cooOuieHmit: «31ech Hamm ¢ T000# (GoTo http:\\...», «Bam akakyHT,
crpanuna «BKoHTakTe» B3iOMaHbl, npoiauTe peructpamuto http:\\...», «BbI
BBIMTPAJIM aBTOMOOWJIb, 0 ipoOHOCTH http:\\...”

HoBbiil Tun COOOIIEHW C BpPEIOHOCHOW CCBUIKOM: «d 1O BalleMy
OOBSIBIICHUIO, COTJIACHBI JIU Bbl HA OOMEH Ha 3TO...».

[Ipu mony4eHUM TaKuX COOOIIEHUN TpakJaHaM HE CIEAyeT MPOXOAUTH IO
YKa3aHHOM CCBhUIKE M aKTUBUPOBATH MOJYYEHHBIE CCHUIKH, IPOBEPUTh HAJIMYUS B
ceTu VIHTepHET B MOWUCKOBBIX CHCTEMaxX CBEIECHUM O JaHHBIX CChUIKaX u
BO3MOXHBIX MoOIIeHHH4YecTBaX. [Ipu oOHapyKeHMHM TaKUX CBEIECHHUWA COOOIIUTH
MOJIb30BaTeNsIM ceThu VIHTEpHET, 4TO JaHHAsl CChUIKA MOIIEHHUYECKas. Y aluTh
yKa3aHHOE COOOIEHUE, eclii yOeXKACHbI, YTO OHO HE HAHECIIO Bpe TEXHUUECKOMY
YCTPOMCTBY.

BpenoHocHble  mporpaMMbl  CO3JAIOTCA M YCOBEPIIEHCTBYIOTCS
MOILIEHHUKAaMU PEryJsipHO, U IpU padoTe ¢ TeaehOHOM MOXKHO CTOJKHYTHCS C
BUJOM BpEJOHOCHBIX IpOrpamMM, KOTOpble He TpeOyloT JAelcTBUi U
CaMOCTOATENILHO MOTYT OBITh 3arpy»eHbl Ha MOOWJIBHOE YCTPOMCTBO TpakllaH
yepe3 ySI3BUMOCTh ONEPALIMOHHON CUCTEMBI.

B cnyuae 3apakeHusi MOOUJIBHOTO YCTPOMCTBAa PEKOMEHAYETCSl ONPEICIUTh
yIpO3bl U MOCEACTBUS MOJYUYECHHS TOCTYyNA XaKkepa K MOOMJIBHOMY yCTPOMCTBY.

[IpuzHakamMu  3apakeHHsi MOOWJIBHOTO  yCTPOMCTBa  MOTYT  OBIThH
OJIOKMpOBaHUE OMEPAIMOHHON CcHUCTeMBI, OnokupoBanue Bxoasaumx CMC
COOOIIEHMI,  OTHpaBKa  HCKYCCTBEHHO  CTE€HEPUPOBAHHBIX  MOOMJIBHBIM
YCTPONUCTBOM COOOIIICHHIA.

3apakeHHbIN MOOUITEHBIN TeePOH clieyeT HEMEIJIEHHO BBIKITIOUNTh. CHM-
KapTy MEpeBBIIYCTUTh y OIepaTropa, a Tele(OoH COXPaHUTh AJIS IMOCIETYIOIIEro
U3yYEHHUs TMOJUIHMEH, ecu ObLJIO COBEPIICHO MOIIEHHUYECTBO, JUOO Mepenarh B
CEPBUCHBIN IIEHTP, €CIIA JEHbI'M TIOXUIIICHBI HE OBLITH.

Ecnu x manHOMYy MOOMIBHOMY yCTPOMCTBY INMpHBsi3aHa OaHKOBCKas KapTa,
OaHKOBCKHE YCIYTH Takue Kak «MoOunbHbIi 0ank», «Onnaitn bank», «HTEepHeT-



0aHK», TO HEOOXOJMMO CPOYHO CBS3aThCS C OAHKOM, 3a0JIOKMPOBATH KapTy H
MPUOCTAHOBUTH OOCIyXKMBaHUE O cueTraM. Eciu ¢ momoiplo TenedoHa 3TO He
ylaeTcsl clefiaTh, TO HEOOXOAUMO OOpaTUThCS B OJrbKkaiilliee OTAeNieHHue OaHKa.
Ecnu MoOWIIbHOE YCTpPOMCTBO MCHOJB3yeTCs JUIsl JOCTyNa K CTpaHUIlaM B
COLIMAJIBHBIX CETAX, TO HEOOXOJUMO C JAPYTOro ycTpoiCTBa JIMOO KOMIIbIOTEpa
BBIITHU B COLIMAJIBHYIO CETh U CMEHHUTb NPUBSI3aHHBII HOMEp TeneoHa.

3apaxkeHHOE MOOWMJIBHOE YCTPOMCTBO TaKXKe SIBISIETCS HCTOUYHHKOM
pacnpocTpaHEeHUs BPEJOHOCHOM MH(OpMalHMKU MO KOHTAKTaM, COJAEPXAIIUMCS B
tenedone. Jljus  mpemoTBpaIieHHsT  PACCBUIKM  HEOOXOAMMO  YBEJIOMHTH
MaKCUMaJIbHOE KOJMYECTBO 3HAKOMBIX O Bamiei mpobieMe W O BO3MOXKHO
NpUXOASAIIMX OT Bamero umMeHu BpeJOHOCHBIX COOOIIEHUSX.

B cnydae ecnu ¢ Bamiero tenedona miam OaHKOBCKOM KapThl MOXUTHIIM
JICHEKHBIE CPEJICTBA HEOOXOJIUMO B JI€Hb COBEPIICHUS XUIICHHUS OOpaTUTHCS B
0aHK ¢ TpeOOBaHMEM BEPHYTh JICHEXHbBIE CpPEICTBA, 3a0JOKHpPOBATh Balll CUET,
3alpEeTUTh NEPEBOJ JACHEXKHBIX CPEACTB C Balllero cyeTa Ha JPYrHE CUerTa,
IPUOCTAHOBUTH OOCITYKMBAaHUE CUETOB HAa KOTOpPbIE ObUIM MEPEUUCIICHBI Balld
NeHexHble cpeacTna. [locne momyuyeHus orBera OT OaHKa, C BBIMMCKOW MO CYETY
00paTUTHCA B MOJIULUIO.

OnHuM U3 pacnpoCTpaHEHHBIX MOOMIIBHBIX MOIIEHHUYECTB TAKXKE SBISETCS
UCITI0JIb30BaHUE TyOJMKaTa CUM-KapThl AJIs1 TIOCTYIA K CUCTEMaM JAUCTAHIITMOHHOIO
yhpaBieHus: 0aHKOBCKUM c4eToM. [Ipu3HakoMm ucnonb3oBanusa qyOnukara Bamein
CUM-KapThl SIBIIIETCA OJIOKUPOBAHUE JIOCTYNAa MOOWIJIBHOM CBSI3U. B 3TOM cityyae
HEOOXOIMMO CPOYHO OOpaTUThCA K MOOHJIBHOMY ONEPATOpy M MEPEBBITYCTUTh
cuM-kKapTy. B ciydyae mnoarBepxkaeHHS MOOWUIIBHBIM — omepatopoM  (pakra
HECaHKIIMOHUPOBAHHOM 3aMEHbI CUM-KapTbl HEOOXOAMMO HaIMcaTh IPETEH3UIO B
COTOBYIO KOMITAHHIO U OOPATUTHCS B OTAEICHUE MOIHUIINH.

Mo:xHO u30eXKATh YYACTH KEPTBbI JAHHBIX MOIIEHHUYECTB, €CJIH
CJIeI0BATH CJACAYIOLIUM PEKOMEHAAUAM:

- Jlist paboTel ¢ OAaHKOBCKUMH KapTaMu, cucTemMamMu «MOOWIbHBIN OaHK»,
«bank-onnaitn», «MHTepHET-0aHK» W Jp. UCIOJIB30BaTh OTIACIHHOEC MOOWILHOE
YCTPOMCTBO, HE NPEAHA3HAYCHHOE JJIsI Pa3rOBOPOB M PA3BICYEHUS B CETHU
HNHurepHer;

- He yka3biBaTh HOMEpa MOOUIIBHBIX YCTPOMCTB, UCTIOIB3YEMBIX ISl PaOOTHI
c 0OaHKOBCKMMHU KapTaMHU U JUCTAHIIMOHHOTO YIPaBJICHUs] OAHKOBCKHM CUETOM,
KaK KOHTaKTHBIX B ceTU MHTEpHET, B OOBSIBICHUSX U HA CTPAHUIAX COLIMAIBHBIX
ceTeil;

- Ilpuobpect U yCTaHOBUTH Ha MOOMJIBHOE YCTPOMCTBO JUIEH3HMOHHOE
aHTUBUPYCHOE MIPOrPaMMHOE 0OeCTIeUeHHE U3 OPUITUATHHBIX UCTOUYHUKOB;

- YkazaTh B J0roBOope C 0OaHKOM, JUOO B HMHOW (opMe COIIacoBaTh C
0aHKOM, YTO yMIpaBJIeHHE OAHKOBCKHUM CUETOM M MPOBEACHHUE OMEpAIlfil MO KapTe
MOKET OCYIIECTBIATHCS TOIBKO C OJTHOTO MOOMIIBHOTO ycTporicTBa ¢ oqanM IMEI,
OTPaHUYUTH KPYT ONEpaluii, yCTAaHOBUTh JTUMUT, KOTOPbIA MOYKHO MEPEBOJIUTH C
MTOMOIIIbI0 MOOMJILHOTO YCTPOMCTBA;



- 3aHpeTI/ITB IepeBOa BCCro o0beMa ACHCKHEBIX CPEACTB C KapThl, CUHCTA.

MoieHHn4ecTBa, coBepuIaeMble B ceTH VIHTEpHET U ¢ MOMOIIBIO CETH
HNuTepHer:

MomieHHU4YeCcTBA TPUH TMpPoJaake TOBApoB B cern HHTepHeT MO
npegonJare (pacnpocTpaHeHHbIE BUIBL Mponaxa Iphone, mudpoBoii, ObITOBOI
TEXHUKH, OJICKIbI, 00YBH, aBTOMOOWIICH, aBTO3aIMIacTei );

IlonyyeHnne OT WHTEPHET MAarasuHa, MpPoJaBlIa ToBapa, He
COOTBETCTBYIOLIEI0 3asiBJICHHOMY.

Pa3BuTHe MaHHBIX BHAOB MOIICHHMYECTBA OOYCJIOBJIEHO YEJIOBEUECKUMU
dbakTopamu, TakMMH, KaK OKEJIaHHUE COKOHOMHTb, OTCYTCTBHE  OJIU3KO
PacCIONI0KEHHBIX MAara3uHOB C TAKUM TOBapOM, MTOJIHOE OTCYTCTBUE MPEAJIOKEHUM
Ha pbiHKe. OCHOBHBIMH MPUOOPETAEMBIMU TOBapaMu SIBISIOTCS TPEIAMETHI
pockoIu: goporas 1udpoBasi TEXHUKA, aBTOMOOWIIHU, ITyObl, OpEHIOBBIC BEIIH.
HckmoueHsl TOTHOCTBIO (DaKThl MPUOOPETEHUS TOBAPOB MEPBOIl HEOOXOIUMOCTH.
JKenanue CIKOHOMUTH IIPUBOAMT 3a4aCTYIO K IIOTEPE BCEX JEHEKHBIX CPEICTB, B
CBS3M C 4Y€M, IepBas M OCHOBHAs PEKOMEHJalMsg - MpUOOpeTaTh BEIIM 3a MX
pEAbHYI0 CTOMMOCTb M HE UCKaTh npeanoxeHnuil ¢ 30-50% BBITOI0M, Tak Kak 3TO
IPOTUBOPEYHUT B LEJIOM MPUHIMIIAM PbIHKA, JIUOO MPUCIAHHBIA TOBAp OKAXETCS
MOJIJIETIKOM, HEUCIPABHBIM, JTMO0 HE YIOBIETBOPSIOIIMM 3alIPOCAM MOKYIATEs.

He cTout nmpuobperars ToBapsl B MIHTEpHET-MarazuHax mo3UIIMOHUPYIOIINX
ce0sl KaKk pOCCUICKHE, HO MMEIOIME CAThl B JOMEHHBIX 30HaxX com .org .biz .net
.info .tv..mobi.

Oco0oe BHMMaHHe cjeayeT YIAeJUTb O0T3bIBaM B ceTHu HMHTepHeT K
JAHHOMY MHTEPHET-Mara3uHy, NpoAaBILy.

[IpoBeputh kKorma ObLT co3maH Mmarasud, caiT. Co3maH ju OH Troj U Oosee
Hazal. Ecnu caliT CymecTByeT MEHbIIE MECSA, TO CTOMT OTKA3aThCsl OT NOKYIKH.
Mo>kHO TIpoBEepUTH HAJIMUKE ouca y TaHHOTO Mara3uHa, YJOCTOBEPUTHCS B CETH
WHTepHeT, 4TO TakoM J10M CYIIECTBYET, IOCMOTPETh €ro Ha KapTe, (OTO-CHUMKAX,
nanopamax Angexc, I'yrin. Yoeautsces, 4To Ha oMe €CTh BhIBECKa Mara3uHa, Juoo
uMeroTest opucHele noMenieHus. Ha cHUMKax TakKe MOXKHO y3HAaTh Ha3BaHUS,
TenedoHbl OJU3KO PACMONOKEHHBIX OpPraHW3aluid, MO3BOHUTh MM M BBISICHUTH
JIOCTOBEPHOCTH MH(POPMALIHH.

B uHTepHeT-cipaBOYHMKAX HANTH TenedOoHbl agIMUHUCTpPATOpa OPHUCHOTO
IEHTpa, YOIUTHCS, YTO TaKOW Mara3uH WIW WHIUBUAYAJIbHBIA PEANPUHUMATEIb
CYILIECTBYIOT U OCYLIECTBIISIIOT CBOIO IEATENIbHOCTh B JAHHOM 3/1aHHH.

[Tomyuennyo uH(pOpMaIUIO CclAeAyeT HUCIOJIb30BaTh MpH OOIICHUU II0
TenedoHy C COTPyIHUKAMU MarazuHa. FEciom wMarasuH wid  TpojiaBerl
OTKa3bIBAIOTCS] 3BOHUTH MO TeNe(pOHy M MpeljiaraimT JApyrue crnocoObl oOIeHus,
takue kak Viber, Skype, WhatsApp u npyrue, nn6o mara3zux TenedoHa He UMeEeT,
CJIEIyET OTKAa3aTbCs OT MOKYTIKH.

B xone oOuienus no TeneoHy MOKHO COOOIINUTh, YTO HAXOAUTECH B TOPOJIE
MpOJIaBIla, Mara3uHa M MPEJIOKUTE 3a0paTh TOBAP CAMOBBIBO30M M OIUIATUTH



HaJIMYHBIMUA B oduce. B ciydyae KaTeropuyHOro oTkKasa CleAyeT OTKa3aTbCsi OT
MOKYTIKH.

[Ipu npuoOpeTeHUH AOPOTOCTOSIIUX BEIIeH, TaKMX Kak aBTOMOOWIb,
JIOpO’KHAsi TEXHUKA, CTPOUTEIbHbIE MaTepUaibl, PEKOMEHAYEM MOTPATUTh JACHBIU
Ha JIOpOTY 10 TOpoja, TIJie HaXOAUTCS TMpoJaBel] M YyJIOCTOBEPHUTHCS B
JNEUCTBUTEILHOM HAJIMYMU MIPOJABLIA U TOBapa.

Ecnu e Takoil BO3MOKHOCTH HET, TO CIEAYET OIUIATUTh YCIYTH IOPHUCTA,
COTpYIOHHKA aBTO(QHUPMBI, 3aHUMAIOUICHCS B TOPOAE MPOJAABIA MPOJIAKEH U
CKyIKOH aBTO M 3a ONPENENCHHYIO IUIaTy MPEAJIOKUTh €My BCTPETUTHCS C
MPOJIABIIOM U OCMOTPETh aBTO (Tapaxk U JIp.), a TAKXKE JOKYMEHTHI.

JIrobbie mpucnanneie 1o MHTepHeTy Qororpaduu, CKaHbl JTOKYMEHTOB U
aBToMOOuUJIs (Tapaxa | Jip.) MOUIEHHUKH C JIETKOCTBIO MOJIIEbIBAIOT.

bonpmmHcTBO  MHTEpHET Mara3MHOB paboTald MO  CTOMPOILEHTHOM
npefomiaTe, Ipu COONIOJCHUN YKa3aHHBIX PEKOMEHJAIUi MOXKHO COBEPILIUTH
YIAUHYIO TOKYIIKY.

PexomeHnnyeTcst He OCYIIECTBIATh «CIIENBIE» MOKYIIKH B COL[UAIBHBIX CETSX.
AJMUHHUCTpaAUs COLMATIBHBIX CETEN MCKIIIOUNIIa pa3/iebl 0ObABICHUN ¢ CAUTOB U
HE HECET OTBETCTBEHHOCTh 3a COBEPIIAEMBIE C MCIOJb30BAHUEM CETH JIEUCTBUS
ITOJIb30BATEIICH.

B cinydae HeoOXoAMMOCTH MPUOOPECTH TOBAp YEpe3 COLMAIBHYIO CETh
HEO0OXOJAMMO THIATENBHO MPOBEPUTH MPOAABIA, 00A3aTEIBHO CBA3AThCA C HUM I10
TenedoHy, pacCIpoCUTh MOAPOOHOCTH O TOBape, MNoTpedoBarh (oTorpaduun
TOBapa B JETalsX, MPEIOKUTH OTHPABUTH TOBAP KYyPbEPCKOW Ciy:)XO0U U
HAJOKEHHBIM  IJIATEXKOM, OOrOBOPUTH BO3MOXXHOCTH  BO3Bpara TOBapa,
BO3MOKHOCTb CaMOBBIBO3a.

[TIpoBepuTh OT3BIBBI U OCTABIICHHBIE KOMMEHTAPUU B IPYIIE U HA CTPAHUILIE
npoaasia. Eciy HeCKoJIbKO MOJIb30BaTeNIel CETH pa3MEeIlaloT CIUIONIb XBaJleOHbIE
OT3BIBBI U PEKOMEHIALMH, TO CTOUT ITPOCMOTPETH CTPAHUIIBI 3TUX IOJIb30BATENEH,
HE SIBJISIIOTCA JIM OHM «(PEHKOBBIMUY», €CTh JIM Y HHUX Ha CTpaHUIAX JIMYHbBIE
dboTorpaduu, 60IbIIOE KOTUIECTBO APY3CH.

JlanHyI0 MH(QOpPMAIMI0 MOXHO MPOCMOTPETh M HAa CTPAHULE MPOJABLA.
Crpanuna npojaBlia JOKHA ObITh AKTUBHOW, HA HEW PEryJIsIpHO JOJIKHBI
pa3Memiatbea Ju4Hble (oTorpaduu, OOHOBIATHCA albOOMBI, JOJDKHBI OBITH
CBEJICHUSI O MecTe yueObl U paboThl, a B APY3bSAX JOJKHBI ObITH «KHUBBIC» U
aKTUBHbBIC TOJIb30BaTeId. MOXXHO YTOUHUTh, TJI€ HAXOAUTCS MPOAABEL, B KAKOM
ropojie, IpeajoKuTh 3a0paTh TOBap AKOOBI BallMM 3HAKOMBIM, HaXOISAIIMMCS B
JTAHHOM TOpOJI€ W OLIEHUTh Peakuuio mpojaBua. Ecnu B cetw Bbl oOlIaeTech ¢
MarasguHoM, TO TMOTpeOyHTe COOOLMTh calT MarazuHa B ceTH VIHTepHeT,
opuaudeckuid u ¢aktuueckuii aapec. [Ipu m000M COMHEHUM OTKaKUTECh OT
npUOOpETEHNs TOBapa CO CTOMPOLIEHTHON MPEIOIUIaTON Yepe3 COLUAIbHYIO CETh.

lupokoe pacnpocTpaHeHue B ceTd VIHTepHET Takke NpUoOpeTaroT
MOIIIECHHUYECTBA C MPUBJICYEHUEM CPEACTB MOJIB30BATENEH I UX TPUYMHOXKEHUS
B (PMHAHCOBBIX MHUPAMUJAX, KOOIMEpPATHUBAX, MUKPO(UHAHCOBBIX OpPraHU3aIUAX,
Oupkax, OyKMEKEpCKHX  KOHTOpaX, pBIHKaX  JJEKTPOHHBIX  BAJIOT.



[IpaBoOXpaHUTENbHBIE OPTraHbl HACTOSITEIBHO PEKOMEHIYIOT HE BCTyNaTh B Kakue-
JM00 OTHOLIEHUSI C TAKMUMU OPTaHU3ALMIMHU U JIULAMH, MpEAaraloluMu Takue
yCIIyT'H, TaK KaK MHOTME KOMIIAHMM W MHTEPHET CAaWThl JTaHHBIX KOMIIAHUN
HAXOJATCA 32 pyOex oM, OpraHu3aluy paboTaloT Mo 3aKOHAM JIPYTUX TOCYJIapCTB,
a1M00 M3HAYaJIbHO MOIICHHUYECKUE, U BEPHYTh 3aTpauyeHHbIC HA JaHHBIC MTPOEKTHI
JIEHbI'Y MPAKTUYECKU HEBO3MOKHO.

MMoaaenbHble U GUIUHTOBBIE CAUTHI.

JlaHHBIN BUJ MOILIEHHUYECTBA MPEANOJIaraeT, YTo >KepTBa MOCYUTAET CAUT
3HAKOMBIM W TIPUOOpETET Ha HEM TOBap, YCIYTy, JUOO YKaXET JaHHBIC CBOEH
OAHKOBCKOW KapThl.

B 3ToM ciiydyae eIMHCTBEHHOW peKOMEHAAIMe MOKET ObITh MPOSIBICHUE
BHUMaTeNbHOCTH. HeoOxonuMo oOpaTuTh BHUMAaHKWE HA aJ[PECHYIO CTPOKY CaiTa,
Ha3BaHUE cailTa, €CTh JIM KaKUe-TuOO M00aBOYHBIE CHUMBOJIBI WJIM Ha3BaHHS B
aZpECHON CTPOKE, PACHOJIONKEH JIA CAaWT B JOMEHHOW 30HE «ru». CKONMMpOBaTh
Ha3BaHHWE caiiTa U3 AJPECHOW CTPOKUM M NPOBEPUTH B MOUCKOBOM cucreme. He
CTOMT JOBEPSITh CailTaM, HUMEIOIIMM B HAa3BAHUU 3HAKOMBIE CJIOBA, HO
pacroJioKEHHBIE B IOMEHHBIX 30HaX .com .org .biz .net .info .tv .mobi u apyrux He
CBSI3aHHBIX C POCCUMCKUM UHTEPHET MPOCTPAHCTBOM.

HeonHnokpaTHO MpoBepbTE CAThI B pa3jiesiax KOTOPBIX, INIAHUPYETE YKa3aTh
JJaHHbIE O CBOEH OAHKOBCKOM KapTe, MO JaTe CO3/JaHus caita, mo TesnedoHaM
yKa3aHHBIM Ha caiiTe, MO OT3bIBaM B ceTH VHTEpHET, clieyeT YTOUHUTh HET JIn
caiiTa B pa3nIuuHbiX Onek Juctax cetu HurepHer. I[loMHHTE, MOIICHHHUKY
JIOCTATOYHO HOMEpa KapThl U Kojaa Ha oOpaTHoil ctopoHe kapTel (CVV kon,
COCTOSIIUN U3 YeThIpeX Iudp) A MOKYMOK U OIiaThl yCiayr B cetu VHTepHerT.
Ipyrue naHHbIE, TO, KaK CPOK JACHCTBHUS KapThl, OH MOXET MOA00paTh, a UMs U
dbaMunuio Brajenblia y3HaTh OT Bac JuUOO0 W3 ceth VMHTEepHET ¢ BalluX JIMYHBIX
CTpaHuL.

Ecmu rpaxpmane craim KepTBOM TaKOro caWTa M 3aMETWIM 3TO IIOCIE
MIPOBENICHUSI OTepalliy, MOKYIKH, 3a0JIOKUPYUTE KapTy M oOpaTtutech B OaHK B
JICHb MPOBEJICHUS ONepaluu 1Jisl €€ OTMEHBI U BO3BPATE JICHEKHBIX CPEACTB.

[Ipu mokyrke aBua, >KEJIE3HOJOPONKHBIX OWUJIETOB HE HAJI0 HMCKAaTh OYEHb
JieleBble OWJIETHI Ha COMHHTENBHBIX cailiTaX, TeM O0oJiee PpacMloJIOKEHHBIX B
JIOMEHHBIX 30Hax .com .org .biz .net .info .tv .mobi .

JlocTynHble MO 1eHe OWJIEThI JKeIaTeNIbHO MPUOOpeTaTh Ha O(ULIMATBHBIX
calTax KOMIIAHUN-TIEPEBO3UHUKOB.

I'paxnane! byabre Oaureabnbl! He mnoanaBaiiTech Ha  YJIOBKH
MOIIICHHUKOB!

IlomHMTE, 4YTO Jyulle MNpeAyNpeAuTh MNPABOHAPYUIEHHE, YEM B
pe3yabTaTe He3HaHUs WIM JOBEPHUSl OKa3aThCsl MOCTPAJABIIMM OT MPECTYIUICHUS,
MOTEPSATh JIEHEKHbIE CpelcTBa. PacKpbiTh MNPECTYIUICHHS JaHHON KaTeropuu
BEChbMa CJIOKHO, B CBSI3M C TE€M, YTO MOIICHHHKHU 3a4acTyl0 pabOTaIOT YIaJICHHO
(mpu momomy WHGOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CPEJICTB), BIOCIEACTBUU
OTKJIFOYAIOT TeNe(POHBI, yOUparoT aapeca u T.1.



